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NOTICE OF CLARIFICATIONS

THE UNITED STATES OF AMERICA, through the ﬁndersighed Department of
Justice attorney, respectfully submits the following clarifications for the record in the

above-referenced matters. The first two clarifications below concern certain statements
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made in documents previously ‘;submitted to this Court in the above-rex;terenced matters.
The third and fourth clarifications below concern how the National Security Agency
(NSA) will apply its section 702 minimiégtion procedures to discrete communications
within Multi-Communication Transactions (hereinafter "MCTS“j. Specifically, outlined
bélow is a multi-layered approach to help ensure that any United States person
information contained within MCTs is treated in accordance with NSA's section 7 02

* minimization procedures. This approach will not be altered without prior notice to this
Court. (TS//SHANT)—

I; CLARIFICATIONS

A. NSA Will Purge Any MCT Containing One or More Single, Discrete, Wholly
Domestic Communications Upon Recognition.~S)- :

As noted in the Government's submission of June 28, 2011, NSA does not
' intentioﬁa]ly aéquire trgnsactions containing wholly domestic communications, and has
iﬁpleme11ted - means which are reasonably designed to prevent the acquisition
of such transactions. Notice of Filing of Government's Response to the Court's
: Sﬁpplemental Questions of June 17, 2011 (hereinafter "June 28th Submission") at 12.
The june 28th Submission further asserted that "in the gvent NSA recognizes a wholly

domestic communication which is not to, from, or about a tasked selector which it has

1 As noted in the Government's June 28th Submission, the Government defined a “wholly domestic
communication” to be a communication as to which the sender and all intended recipients are located
within the United States. The Government further noted that it included within that term any discrete
communication within a transaction where the sender and all intended recipients of the discrete

TOP- SECRET/COMINT/NOFORN
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‘unintentionally acquired in the course of conducting its Section 702 upstream Internet
ccﬂlection, NSA would handle the entire transaction in accordance with subsection
>1806(i) and either purge it or, if appropriate, seek authorization from the Attorney
General to retain it." Id. Accordingly, in the evvent that NSA's section 702 upstream
collection of Internet communicatio#s resulted in the unintentional acquisition of a
transaction containing a wholly dorneétic communication, NSA would purge the entire
‘transaction upon recognition, unless the Attorney General authorized its retention after
first determini_hg that its contents indicated a threat of death or serious -bodily harm to
any person. (FSHSHANT)-
| To aid in the recognition of mlrholly domestic communications within an MCT, if

an NSA analyst seeks to use a discrete comrﬁunication_ within the MCT (for exampfe, in
a FISA application, intelligence report, or section 702 targeting), the an.ﬂyst will first
perform checks to determine the locations of the users of the electronic communications
accounts/addresses/identifiers referenced in that discreté communicétién within the
MCT to the extent reasonably necessary to determine whether that communication is

wholly domestic. For example, if the "active user™is a tasked selector, no checks need

communication were located in the United States at the time the communication was acquired. See June
28th Submission at 2. {ESHSHANE)

2 As noted in the Government's filing on August 16, 2011, the Government defined the "active user” as
follows: "[w]hen NSA acquires an Internet transaction between an individual using an electronic
communications account/address/identifier and his/her sexvice provider, that individual is the "active
user for that transaction." NSA Characterization of Upstream Data: Process and Results, filed August 16,

2011 (hereinafter "August 16th Submission”) at 4 n.13. (FSHEHANTE)

FOP-SECRET/COMINT/NOFORN
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be done, because the user of the tasked selector, who by operation of the NSA targeting
procedures_ isa non-United Statés person reasoﬁably believed to be located outside the
United States, would be either the sender or an intended recipient of each of the discrete
commmﬁcatioﬁs contained within the MCT. If thé active user is not a tasked selector,
NSA would attempt to determine the active user's location;? if that check indicates that
-the active user is located outside the United States, no further checks need be done,
because the foréign—based active user would be either a sender or intended recipient of
each of the discrete communications within the MCT. In the absence of a more efficient
and-effective means of recognizing the presence of a wholly domestic communication
within an MCT, the deernment submits that this process is reasonably designed to
recognize and purge at the earliest practical point in the analytic process any
unintentionally acquired wholly domestic communication. (ES5SHANE )

B. Clarification of Certain Information Contained within the Government's August
16, 2011 Submission. (5)

In the August 16th Submission, the Government advised the Court that NSA
conducted a manual review of a statistically representative sample of Internet
communications acquired through NSA's section 702 upstream collection. As-explain‘ed
in the August 16th SLtbnﬁssion, NSA identiﬁed 5,081 transactions within the

representative sample as being MCTs. NSA determined that of those 5,081 MCTs, 4,847

3 To determine the location of the non-targeted active user, NSA would perform the same sort of
-analysi's it would perform before tasking an electronic communications
account/address/identifier in accordance with its section 702 targeting procedures. {F5//SH/NFy

“FOP-SEERETHCOVHNT/NOFORN-
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contained discrete communications believed to be-to or from persons located outside
the United States and t.hus are not believed to c01.1ta'1n any wholly domestic
communications.t NSA fﬁrther determined that 10 of the 5,08i MCTs appeared to
contain at least one wholly domestic communication. Howéver, NSA was unable to
definitively determine whether the remaining 224 MCTs coﬁtained wholly domestic
communications, because those MCTs lacked information. sufficient to ideﬁtify the
.active user or determine the active user’s location. Nevertheless, NSA asserted that it
had no basis to believe any of these 224 MCTs contained wholly domestic
éommunications. {ESHSIANEY j

A-s noted above, these 224 MCTs lack any definitive technical data or content that -
would enable NSA to characterize the co-'mmunicaﬁons within them as being wholly
domestic. Despite the absence of such definitive information, it is nevertheless
reasonable to presume that none of the discrete communications contained within these
MCTs are wholly domestic. Specifically, each of these MCTs was acquii‘ecl because it
contained at least 6ne discrete communication to, from, or about a tasked selector used
by a person wi'Io, by operation of NSA's section 702 targeting procedures, is a non_éU.S‘. _
person reasonably bel'ieved to be located outside the United States. With respect to

MCTs that contain discrete:communications to or from a tasked selector, it is reasonable

¢ This figure 4,847 is the sum of 713 MCTs reviewed by NSA analysts as containing a tasked selector as
the active user and 4,134 MCTs reviewed by NSA analysts as containing discrete communications
believed to be to or from non-targeted persons located outside the United States. See August 16th

Submission at 5 nn.15 & 16. (TSHSHANE)
TOP-SECRETHCONMINT/ANOFORN-
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to presume, given the absence of inforination to the contrary, that the active user of the
MCT is likewise a non-U.S. person reasonably believed to be located outside the United
States. See Inre Dire&tives to Yahoo!, Inc. Pursuant to Section. 105B of the Foreign Intelligence
Surveillunce Act, Docket No. 105B(g):07-01, Mem. Op. at 87 (USFISC Apr. 25, 2008)
(hereinafter "Yahoo Directives Mem. Op.") (recognizing that "the vast majority of
persons who are located overseas are non-United States persons and that most of their .
communications are with other, non-United States pérsons, who are located overseas")
(footnote omitted). Similarly, because it is reasonable to presume that the active user of
the MCT is a non-U.S. person reasonably believed to be located outside the United
States, one can aiso reasonably presume, given the absence of information to the
contrary, that the other persons with whom the active user has been in contact are also
non—Unitea States persons located outside the United States. (T5//5H//NFy

Of note, an exi:erienced team of NSA analysts manﬁaﬂylreviewed the content of
each of these 224 MCTs and did not observe any U.S. person i.nformation within any of
the discrete communications contained thc:erein. : NSA analysts are trained to use their
.best judgment to recognize and identify U.S. person information thét may be present
within any SIGINT colleétion'and to apply minimization procedures to such
information as fequired by the authority under which that information was acquired.
While the technical inf__ormgtion present for each of these transactions was not indicative

of the location of the sender or all intended recipients of any communication other than

“TOP SECRET/COMINT/INOTFORN
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those more specifically to or from NSA's tasked selector, none of the informgi'ion or data
intelligible to those analysts conducting the review was identifiable as U.S. person
information. (FS//SH/ANE)~

Moreover, with respéc’c to MCTs acquired because they contain discrete
com.munications about a tasked selector,- th-means by which NSA ensures it
does not inten'tionally acquire wholly domestic communications limits, in all but a
minute percent of cases, the acquisition of MCTs to persrons located outside the United
States, who reasonably can be presumed to be non-United States persons. Thué to the
extent that the MCTé of those non-United States persons contain discrete
communicati'ons that are not to, from, or aboutl a tasked selector, those communications
are unlikely to be to or from United States persons or persons located in the United
States. 4. To be sure, the -meéns by which NSA ensures it does not
intentionally acquire whblly domestic communications are not pérfect, and it is possible
that NSA may unintentionally acquire MCTs containing wholly domestic
communications. Indeed, as previously explained to the Court, NSA was able ’Fo
identify MCTs containing wholly domestic communications in the representative
sample. NSA was able to do so, hovlve\‘fer, only because the communications in those
MCTs bore recognizable indicia of being wholly domestic (i.e., they contained concrete

information contrary to the presumption). The 224 MCT's here lack any such indicia.
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Accordingly, it is reasonable to presume that these 224 MCTs do not contain wholly

domestic communications. (FSHSHHANE)-

C. Clarification Concerning How NSA Will Apply its Section 702 Minimization
Procedures to Discrete Communications Within MCTs. {5)

In order to help ensure that NSA intelligence analysts handle any United States
person 'information_they encounter within a discrete communication within an MCTS in
accordance with NSA's section 702 minimization procedures, NSA will apply the
following multi-layered approach:

e NSA will train its analysts to recognize MCTs and how to appropriately
handle the discrete communications contained within them, as further
described below.

e NSA analysts seeking to use a discrete communication within an MCT (for
example, in a FISA application, intelligence report, or section 702 targeting)
will assess whether the discrete communication is to, from, or about a taskec_i

selector,

o If the discrete communication is to, from, or about a tasked selector, any
U.S. person information in that communication will be handled in
accordance with the NSA minimization procedures,

o If the discrete communication is not to, from, or about a tasked selector,
and also is not to or from an identifiable U.S. person, that communication

5 N'SA extracts metadata from Internet communications acquired through its section 702 upstream
collection, including discrete communications within MCTs. NSA's architecture for the extraction,
analysis, and storage of metadata from Internet communications acquired pursuant to section 702 differs
markedly from the architecture NSA analysts use to analyze content from such communications.
Currently, it is not operationally feasible in an effective or a timely manner for NSA analysts to identify
and further evaluate the nature of upstream Internet communications from the extracted metadata within

~NSA's metadata repositories. Nevertheless, if an Internet communication has been identified for purge
(for any reason, including its having been identified as containing a wholly domestic communication) in
one of NSA's content repositories, any corresponding metadata extracted from that communication and
stored in NSA's metadata repositories is also purged. (F5/3H/NF)~

“FOP-SECRETHCONVHNT/ANOFORN
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(including any U.S. person hjformétiO11 therein) will be handled in
accordance with the NSA minimization procedures.

o If the discrete communication is not to, from, or about a tasked selector
but is to or from an identifiable U.S. person, that communication cannot
be used for any purpose other than to protect against an immediate threat
to human life (e.g., force protection or hostage situations). NSA will
report any such use to the Office of the Director of National Intelligence
and to the National Security Division of the Department of Justice, which
will promptly notify the Foréign Intelligence Surveillance Court of such
use. '

e To reinforce training and awareness of these aspects of NSA upstream
" collection, NSA will add a cautionary banner to the tools NSA analysts use to
view the content of communications acquired upstream under section 702.6
The banner will direct analysts to consult guidance on how to identify MCTs
and how to handle them.

e Prior to using any one or more discrete communications contained in an MCT
(for example, in a FISA application, intelligence reporting, or section 702
targeting), an NSA analyst must:

o verify either that the discrete communication is to, from, or about a tasked
selector or that it is not to or from a U.S. person;’ '

6 Because NSA currently lacks -neans to reliably identify MCTs, the cautionary banner will be
broadly displayed on tools NSA analysts use to view the content of all upstream transactions, exceptin
those limited number of transactions that can be first identified

As noted in the August 16th Submission, however, the
banner is over-applied to NSA's upstream collection the majority of the time (i.e., NSA estimates that the
banner will be over-applied more than approximately 83% of the fime to single, discrete communications
in upstream collection). See August 16th Submission at 1 n.2. There will also be circumstances in which

the banner is under-applied to NSA's upstream collection due o issues such as m
Y I 10, NSA's experience has shown fhat

there may be more efficient and effective means of handling MCTs in the long term and may seek fo
revise or discontinue use of the banner at a later time. Regardless, NSA will not Jmplement any such
revisions without prior notification of the Court. (FSHSH/NF)

7'To help determine whether a discrete communication not to, from, or about a tasked selector is to or
from a U.S. person, NSA would perform the same sort of-analysis it would perform before
- tasking an electronic communications accountfaddress/identifier in accordance with its section 702

targeting procedures. (FSHSHANFy . ,
; .9 '

NYT v DOJ, 16 CIV 7020_000481



Approved for public release. ’ All withheld information exempt under b(1) and b(3) except as otherwise noted.

“TOP-SECRETHCOMINT/INOFORN

o verify that the discrete communication is not a wholly domestic
communication; and

o appropriately document these verifications.
‘ ;

D. Clarification Concerning How NSA Will Conduct Queries of Communications
Acquired Under Section 702 Using U.S. Person Identifiers. 5)-

Subsection 3(b)(5) of the NSA minimization procedures currently pending before
the Court provide:

Magnetic tapes or other storage media containing communications
acquired pursuant to section 702 may be scanned by computer to identify
and select communications for analysis. Computer selection terms used
for scanning, such as telephone numbers, key words or phrases, or other
discriminators, will be limited to those selection terms reasonably likely to
return foreign intelligence information. Any United States person
identifiers used as terms to identify and select communications must be
approved in accordance with NSA procedures.

As discussed in the previous filings, the Government acknowledged that "rigorous and
strict contrc.)ls'; y\{ill be placed on theretrieval of U.S. person information consistent with
statutory requirements and Congressional intent. See Government's Response to the
Court's Briefing Order o.f May 9, 2011 (hereinafter "Tune 1st Submission") at 23; June
28th Submiss;ion at 24-25; cf. H.R. Rep. No. 95-1283, pt. 1at59 (1978) (Congress
recogi1iz§d that minimizing ti*le retention of information Cohcerﬁing U.S. persons for
counterintelligence or counterterrorism purposes can be accomplished through the -
appii_cé%:ibh of ”rigoroﬁg e;nd étuct c011tr615"). In ligl‘;t of the resﬁlts of NSA's manual
review of upstream collection described in the Government's August 16th Submission,

“FOP-SECRETHCOMINT/NOFORN
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NSA will limit the use of United States person identifiers as computer selection terms to

identify and select communications for analysis to communications acquired from -

Dternesservie provicers [
— unless NSA can later develop a capability or

procedures to strictly limit such queries to portions of NSA's upstream.co'llection that

contain only discrete communications to, from, or about NSA's tasked selector.

Accordingly, United States person identifiers will not be used as computer selection

terms for communications acquired through NSA's upstream collection unless such

capabilities are I}ater developed by NSA. NSA would n;)t begin querying upstream
 collection uAsing United States person identifiers without prior notice to the Court.
~(E5//5HINF

III. CONCLUSION
As previously explained to the Court, the Government believes that NSA's

upstream collection is consistent with the Act and the Fourth Amendment even.though

such collection may reéult in the acquisition of MCTs containing discrete

communications that are not to, from, or about a tasked selector, or that are wholly

domestic m naturé. The Governmeﬁt respectfully submits, for the reasons explained in

the previous filings and herein, including the multi-layered approach described above, |

that the results of NSA's analysis of a répresentative sample of its uinstrea.m collection

provide a basis upon which the Court can approve, as consistent with thé Act and the

“TOP-SEERET/COMINT/NOFORN—
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Fourth Amendment, NSA's continued acquisiti;)n of foreign intelligence information
through its section 702 upstream collection. (ESHSHAEY
first, the results of NSA's analysis of a representative sample of its upstream
collection indicates that the scope of the intrusion into Fourth Amendment-protected
interests caused by NSA's upstream collection is reasonable. Specifically, NSA's review
revealed that the vast maj ority of the Internet communications‘acquired by NSA's
upstream collection - approximately 90% -- are single, discrete _communications_ to,
frbm, or about a tasked selector. See August 18th Submissio.n at 3. Since the first
DNI/AG 702(g) ceftification, this Court has consistently found the acquisition of such
communications to be in accordance with the Act and the Fourth Amendment. Seg _
-Mem. Op. at 15-20, 32-41; see also, e.g., In re DNI/AG Certzficatim- Docket
No. [ e Op. at 22-27, 29 (USFISC Apr. 7, 2009). Contributing
significantly to that finding, in the Court's view, was the application of robust
minimization procedires similar to those used in other collections authorized under the |
Act. Sez, e.g., [ Mer. Op. at 29-31, 40-41. (ESHSHANF) |
| NSA's review of its upstream collecti§11 furtlier revealed that of the
approximately 10% of Internet communications acquired through upstream collection
that are MCTs, approximately 14% of those MCTs are those of persons targeted in
, accordance.with NSA's targeting procedures. See August 18th Submission at 4. As _s_u_ch_,_‘

all of the discrete communications within those MCTs are communications to or from

“FOP SECRET/COMINT/ANOFORN
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the target. This Court repeatedly has fouﬁd that the acquisition of communications to
or from the target to be consistent with the Act and th.e Fourth Amendment. See, e.g., -
B (1. Op. at 15-17, 33. The fact that multiplé such communications may be
écquired within a single MCT of a target should not alter that conclusion. —(—T—S#SE[-HN-F')'
NSA's review also found that approximately 52% of the other MCTs featured an |
active user who was located outside of the United States. See August 18th Submission-
at 4-5. A&diﬁou’ally, although approximately 33% of the other MCTs required furtiwer
research, such research ultimately led NSA to conclude that all discrete communications
in those MCTs included at least one user whd was located outside of the United States?
See id. 'at 7. Although these two sets of communications -- which combinéd represent
approximately 85% of all MCT's -- were not communications to or from a taéked selector,
the Court hE.lS found that NSA's acquisition of si_ﬁgle, discrete "abouts" communications
~ featuring a tasked selector is consistent with the Act and the Fourth Amendment, ;ee,
e. g.,- Mem Op. at 17-20 & n.17, 32-41, and the Govermﬂen’c has asserted that
NSA's acquisition of MCTs containing such discrete communications is consistent with
both the Act and the Fourth Amendment, see June 1st Sub;:nission at 3-24; June 28th
Submission at 13-17, 22-24. Notably,' the nature of these MCTs further supports

assertions made by the Government in those previous filings. For instance, the.

8 Although no further substantive information is available on the 224 MCTs that NSA is otherwise unable
to definitively determine are not wholly domestic, for the reasons more specifically discussed above, the
Government submits that it is reasonable for the Court to presume that these 224 MCTs do not contain

wholly domestic communications. (FSHSHNE)

FOP-SECRETHCOMINT/NOFORN
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Governmenf asserted that "it is reasonabie to presume that most of the discrete
communications that may be within the acquired transaction -- even those that are not
to or from a tasked selector -- are between non—United States persons located outside
the United States." June 28th Submission at 5; see also id. at 23; cf. Yahoo Directives Mem.
Op. at 87 (recognizing that "the Vést majority of persons who are located overseas are
noﬁ United States persons and that most of thei_r communications are with other, non-
| United States persons, who are located overseas") (footnote omitted), aff'd, 551 F.3d 1004
(Foreign Int. Surv. C;c. Rey. 2008). (FSHSHNT)
| In sum, NSA's review revealed that more .than 99% of the MCTs it collects -- and
therefore more than 99.9% of its overall upstream collection -- do not feature wholly
domestic communications; the acquisition of such MCTs does not violate either the Act
~ or the Fourth Amen_dmént. Although NSA has determined that less than one percent
the MCTs acquired through its upstream collection -- and thus less than 0.1% of its

overall upstream collection -- likely include wholly domestic communications, ? see

9 Even in those cases where an MCT contained a wholly domestic communication, NSA's review
indicated that a majority of the total discrete communications were not wholly domestic. For instance, of
the 25 discrete communications included in the ten MCTs that did contain wholly domestic
communications, a majority of those discrete communications (at least 15) were assessed to not be wholly
domestic. See August 18th Submission at 5-7. This finding further bolsters some of NSA's assessments in
the previous filings. For example, NSA assessed '

" See June 1 Submission at 11. Similarly, NSA also assessed

"that-a United States-based user would

I oy in & minute percentage of cases.” Id.; see also id. at 9 ('NSA's
acquisition of transactions or single Internet communications between —
_currenﬂy occurs only in a very small percentage of cases."). {F5H/SHOENT)-

TOP SECRET//COMINT//NOFORN
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August 18th Submission, NSA's acciuisiﬁon of such MCTs is nevertheless permissiiale
- under the Act and the Fourth Amendment. As described in detail in the previous
filings, NSA is currently incapable of preventing the acquisition of MCTs, regardless of
whether they contain wholly domestic communications, without ceasing its upstream
collection entirely (except for [ - 5cc)une 1st
Submis;f,ion at 27-28; June 28th Submission at 9-10. Given the significant foreign :
intelligence information obtained through NSA's upstream collection, along with the
multi-layered approached described above -- including specialized trahmjg given to
analysts, a banner applied to upstream collection coﬂtaining MCTs, restrictions on use
of MCTs, destruction of MCTs cofntainihg a wholly domestic communication, and a

prohibition on using U.S. PEI;SOII identifiers to query section 702 upstream collection -

' The remainder of this page intentionally left blank -
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the Government submits that NSA's acquisition of foreign intelligence information
through upstream collection, including the acquisition of MCTs, is reasonable and

consistént with the Act and the Fourth Amendment. (ESHSHANT)—

Respectfully submitted,

Office of Intelligence
National Security Division
United States Department of Justice
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VERIFICATION
[ declare under penalty of perjury that the facts set forth in the foregoing "Notice
of Clariﬁ'cations“ are true and correct based upon my best information, knowledge and
belief. Executed pursuant to Title 28, United States Code, § 1746, on this 30th day of

August, 2011. (U)

Signals Intelligence Directorate Compliance Architect.
National Security Agency
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